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Generalities for personnel travelling on Site worldwide
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Module 1 - Introduction
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Indicate the most suitable behaviours to
prevent risks and react to dangerous
situations.

" Bemeficiaries:
Expatriates and employees who are
about to go on a mission abroad.
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Module 1 — Training Plan
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Module 4 e
Weapons, hostages and local security




Fands-LLC

Security Training

Module 2

MODULE 2 -
Travelling and communicatiol

In this module you will learn

® How to prevent and manage risks while
travelling

@ How and when to communicate in risk

situations
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Module 2 Lesson Map

TRAVELLING AND COMMUNICATIONS
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Objectives
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1. Air travel 2. Hotels 3. Road travel 4. Daily commutes 5. Communications

Summary
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Make sure you take with you

LA R R R R
Tickets

Identity documents

Vaccinations certificates
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Keep an eye on your bags
and document-holders

Do not leave your passport, plane tickets
and money in a bag

Choose direct flights

Should any criminal act occur, stay calm

Do not let anyone hurry you
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II . . . . . I! 8 Be careful with illegal taxi drivers
G‘ s RN ‘ . Plan the transfer to your final destination
Sl
/

LOOKING FOR in advance

wh PRy

If people who are not specified in the
plan are waiting for you, do not trust
them
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Module 2 — Air Travel - Revision

Air travel planning

How to behave when
travelling by air

How to behave
upon arrival

1. Air travel 2. Hotels 3. Road travel 4, Daily commutes 5. Communications
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It is advisable to stay in large hotels

Book a room situated between the
second and seventh floor
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Do not hang the “please make up room”
handle sign

Do not show your key to people you do
not know

If you feel in danger, move to ancther
room
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Use the safe

Do not hide valuables in your room

If you are attending a conference, do not
show the badge with your name when
ou walk out of the conference room
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Always lock the door

Be careful when somebody knocks at
your door

Always bolt the door and use the chain
door lock

Block the door with a rubber doorstop
or a chair
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Safe and well-illuminated parking lot

If possible, do not walk to your car alone
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Module 2 — Hotel — Revision

How to choose
the hotel

Safe behaviours
in the room

Transfers to and from
the hotel
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1. Air travel 2. Hotels 3. Road travel 4. Daily commutes 5. Communications
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Road travels




Fands-LLC

Security Training

Module 3 — Road travel — 2/12

Armed roadblocks,
ambushes, checkpoints

l Bombs or mines
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Plan your trip as accurately as possible
and inform all people concerned

Always take with you the phone

numbers of the contact points in your
office and in the office at destination

Let them know in advance your travel
plan, schedule and even any minor
changes to the plan
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Keep your vehicle in good conditions

Make sure it has been maintained
before departure

Before entering the vehicle, make sure
that nobody is hiding inside
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Take a map with you and do not ask for
directions

Ask the contact persons of the structures
you are heading to, or a local security
contact person, if you may use the
services of a driver or guide

Be familiar with car accident
or breakdown procedures

Unauthorised passengers must not be
allowed on board

Never give a lift to hitchhikers
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Appropriate means of communication

Appropriate equipment: winter or desert

tyres, flashlights, maps

Supplies: water, food and blankets

Your vehicle should never be low
on petrol
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- SLOEK: Park your vehicle in a well-lit area

Always lock the vehicle
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Drivers are familiar
he local socio-political situation

— The less dangerous places and routes
- Road conditions




Fands-LLC

Security Training

Module 2 — Road travel - 11/12

be informed about the itinerary and the
final destination

Make sure the vehicle is in good
conditions

Follow traffic rules

Remember!
The driver must not know the reason
foryourtrip.

Drive carefully
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Talk to the driver to plan a suitable trip
schedule

Communicate any changes
and information to the driver

Remind the driver to follow traffic rules

Tell the driver to slow down, if necessary

Communications should be managed
by one of the passengers
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Module 2 — Road travel — Revision

x
Travel plan details Equipment
Importance N e
of car maintenance Risk situations
Driver
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1. Air travel 2. Hotels 3. Road travel 4, Daily commutes 5. Communications
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I???;,?;J:'Q ? The local customs
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The places you should not go to
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Module 2- Daily commutes — 2/9
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.

Avoiding routines

Changing your routes

Going out at different times during
the day

Being alert
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Module 2- Daily commutes — 5/9

When you go on foot

Keep your bag closed

Keep the wallet on you

Carry only the cash you need, a part
of the amount in a bag and the rest on you

Carry the bag so that it cannot be
snatched, e.qg. cross-body
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Module 2- Daily commutes — 6/9

When you go on foot

Wear comfortable shoes

Carry your identity documents

When walking on the pavement,
stay away from the wall
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When you go on foot

If possible, walk in the direction opposite
to the road traffic
Do not take any shortcuts

Do not wear headphones
Do not walk alone
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Keys

Carry only the keys you use
Do not write your name or address
on the key fob

Make sure you can recognise them also
in the dark

Keep the keys ready in your hand, but do
not show them

They should not tinkle in your hand




Fands-LLC

Security Training

Module 2- Daily commutes — 9/9

If you think you are being followed
If you think you are being followed

Do not enter your driveway

Do not park in an isolated area

Go to a place where you can get some
help

If somebody manages to force you to
drive somewhere, keep sounding the
horn

Do not turn the engine off

Do not drive recklessly
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Module 2 - Daily commutes - Revision

REVISION

Issues to consider
when in a new
location

How to increase
security during
daily commutes

The “family trick”

How to behave
when going on foot

How to handle
the keys
appropriately

What to do when
you think you are
being followed

1. Air travel

2. Hotels 3. Road travel 4, Daily commutes 5. Communications
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Module 2 - Radio communications — 1/4

l Recommend
communication

Do not start private discussions

or discussions on sensitive issues
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Module 2 - Radio communications — 2/4

Radio communications

Listen for a few seconds before
transmitting

Before pushing the button to talk, think
about what you want to say

Each transmission should last less than 20
seconds

Do not keep the microphone too close
to your mouth

Utter complete and meaningful
sentences
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Module 2 - Radio communications — 3/4

Radio communications

Do not speak too rapidly or too slowly

In emergency situations only, begin your
message by saying “break, break, break”

Batteries always fully charged

Make sure that the radio works properly
before starting your journey
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Module 2 - Radio communications — 4/4

International radio terminology

Roger - “Message received
and understood”.

Standby - “Do not transmit until | get
in contact with you: | need time".

Qut - “Transmission is over.
| do not expect a reply”.

Wilco (Will comply) - “Message received
and understood. | will act as requested.”

Standby

Dut Acknowledge - “Acknowledge receipt
Wilco of my message”.

Ackrol edcjc--

H ~ " "
AtBirotive Affirmative — “Yes, correct”.
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‘-"—) Importance of radio International radio
a communication terminology
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Radio communication

procedures

1. Air travel 2. Hotels 3. Road travel 4, Daily commutes 5. Communications
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Module 2 - Conclusions

SUMMARY MOD ‘
Travelling and communicat

In this module you have learnt tile
following

® how to prevent and manage risks while
travelling;

@ how and when to communicate in risk
situations.

Module 3 deals with the protection
of your house and office.
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MODULE 3 "
= Protecting the house and workplace

In this module you will learn

® Proper suggestions and conduct to
enhance safety at home and at work

e How to choose the area you will live in
and the household staff

ml i
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Module 3 - Protecting the house and the workplace

MODULE 3 - PROTECTING THE HOUSE AND WORKPLACE
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Objectives

1. House 2. Workplace

Summary
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Objectives

2. Workplace
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Upon arrival

The most secure areas where to live

The most widely diffused crimes

The most effective security measures
to protect your home
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Module 3 — Your home —3/20

Road conditions

Traffic

Road lighting

Park location and condition
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The neighbourhood
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House type

Try to avoid flats on the ground floor
or first floor

Check whether a porter is present
Check whether an electronic surveillance
system is in place
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An intruder who wants to jump over an
enclosure can be easily seen

Boundary hedges and plants are good
hiding places for ill-intentioned people

You can see through wire-net fencing, but
those who are outside can do the same
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Fencing and enclosing systems

Walls guarantee the best protection

An enclosing wall is secure only if its gate

IS secure
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Module 3 — Your home — 8/20

Grating and bars

Place gratings on all external openings

Lock the utilities boxes placed outside




Fands-LLC

Security Training

Module 3 — Your home —9/20

-—

Do not hide your house keys out of the
house

Do not post signs with your name on
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Private guards
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They are not trained

Hired by the landlord

A
o

They are not security professionals
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Ask for a health certificate

Ask your collaborators to supply their
references
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”Houséﬁblcil sta’i?

Find out where they live

Ask them to give you details of the
documents

In the event of dishonest conduct from one

of your employees, send him/her away
from your home and dismiss him/her from

the assignment

Do not give them the house keys
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Identify the visitors, before opening
the door

Not let unauthorised people in

Not give any information about you
and your family

Make sure that nobody talks about you
and your family to others

Inform you if they notice suspect people
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' Remember: Your householmﬁ% 3
' unintentionally know many details ‘“'}_g‘-‘zg
- of your life. . ;‘, |

Give them the strictly necessary
information only

Do not leave your documents or pc
unattended or easily accessible

Protect your ICT data by setting a PC
password
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Let them know if you are waiting
for a deliveryman or a technician

Should this not be the case, they shall not
let anybody in, unless you have been
previously informed

Deliverymen and technicians must
provide their identification details

If you notice something unusual, call the
company to check and, whenever
possible, inform the Security Manager
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Behaviours for household security

Do not leave the windows open when you
are asleep

Do not keep valuables or objects that
intruders might use out of the house

Find out information on your
neighbourhood

Meet your neighbours
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\
How to choose ‘
the neighbourhood Security el
How to recruit
House types household staff
: : Behaviours
Main security for household
measures security
="

1.House 2. Workplace
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Offices may be the target of threats
and attacks
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The workplace should have a reception
area for visitors

Do not allow unknown or non-
accompanied visitors to get in.
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Do not leave objects that might be used
as a weapon on desks

Keep your desk so that any objects
taken from outside or away will be

immediately noticed

Confidential documents and travel plans
should not be left unattended
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Always comply with safety instructions

Be aware of the location of escape routes:
if they are obstructed, notify the relevant
department
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Visitors and phone calls

Unexpected andfor unknown visitors must
be identified and authorised before they
are allowed to enter the office

Do not give any information on your
colleagues

Ask the person who asked for such
information his/her name

\

Inform the colleague concerned
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Write down the date, time
and duration of the call

Try to write down the message as
accurately as you can

Pay attention to the tone of the voice
of the person who is calling
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Do not work till late at night if you are
alone

Always lock the office door when you
leave
Never leave the office keys on the desk
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the workplace

Do not leave valuables or money
unattended

If necessary, organise work shifts so that
the office is constantly monitored
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Oily stains

Excessive postage

Address specifying “Personal”, “Confidential”, “Private”

Strange smell, like almonds or marzipan

Too much adhesive tape or string around rigid or poorly
packed parcels

Faded areas or crystals on the paper
Small holes

Wires coming out from the parcel
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\
= How to manage
o ; :
A Potential dangers threatening phone
w calls
= |
Ll
- How to maximise Behaviour when
your security in the office
How to deal How to manage
with visitors suspect mail
J

1. House 2. Workplace
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SUMMARY MODULE 3
- Protecting the house and workpiac

In this module you have learnt:

® Proper suggestions and conduct to
enhance safety at home and at work

e How to choose the area you will live in

and the household staff




